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1. Introduction

1. Introduction

This document is an operation manual for users of the "Public key Registration
System", provided at Center for Computational Materials Science Institute for
Materials Research, Tohoku University. This manual describes basic operations of the
system.
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2. Public key Registration System

In this system, you can do the following operations.
(1) Creating of your SSH authentication key (public key / secret key)
(2) Registering your public key to the SSH server
(3) Sending your secret key via e-mail
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2.1. Login

When you login to the system, you will need your user id and the password provided
by the administrator.
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URL : https:/cmskey.sc.imr.tohoku.ac.jp/IMRPubReg/loginlnit
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Public key Registration System

UserID  [Enter your userid.

Password [Enter the password.

=

00 -




2. Public key Registration System
2.1. Login

® User ID text field
Enter your user id.
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® Password field
Enter the password.
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® Login button
Push the button to login to the system with the entered your user id and the
password. If you can login successfully, you will receive an email to inform you that
you have logged in to this system.
In any of the following cases, you can’t login to the system with errors.
- Your public key has already been registered in the SSH server
- Your account is suspended
- Your account is expired, or expire date is not registered
- Your account doesn’t exist on the SSH server
- Your e-mail address is not registered
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® Reset Button

Clear the entered your user id and the password.
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2.2. Create SSH authentication key

You can create your SSH authentication key. After creating your key, the system
register your public key to the SSH server and send your secret key via e-mail.
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,éCleate S5H authentication key — Internet Explorer - Dlﬂ
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Create SSH authentication key -l

Set a passphrase of your new SSH authentication key following policies (1) to (5).
EAF()braa(5UCHELy. SSHELEERD AR 7L —Ax AHNL TLIRE L,

(1) Minimum passphrase length is 10. (10311 1)

(2) Use one or more lower-case letters. (/35 # 130 F LA L /)

(3) Use one or more upper-case letters. (AT #13 L\ L)

(4) Use one or more numerical digits. (BT % 13T LI E{FRD

(5) Use one or more special characters(Non-alphanumeric), such as ,#%$. G285 #1352 FLL LiFMR)

« Passphrase |

« Passphrase(confirm) |

ESIR

® Passphrase text field

Enter the passphrase of the secret key to be created.
VERL T AR SED AT — X% ASILET,

® Passphrase(confirm) text field

Re-enter the passphrase of the secret key for confirmation.
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® (Create Button

Create your SSH authentication key (public key / secret key).



2. Public key Registration System
2.2. Create SSH authentication key

As for your secret key, the entered passphrase is set. And the system send you a
password protected zip file including your secret key via e-mail. If you cannot
receive it, please contact us using contact form.

Contact form: https://www.sc.imr.tohoku.ac.jp/eng/contact.html
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BHWE D7 4+ — 24 httpsi//www.sc.imr.tohoku.ac.jp/contact.html

Logout Button
Log out of this system.
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2.3. Result of creating SSH authentication key

The password of the protected zip file is displayed. Since the password is displayed

only on this screen, don’t close this screen before you unzip the file.
W51k zip 77 AN D/RAT = RFIRSNET, 23R —FIEAREE IC LR SNRND,

zip 77 AV ERRER T AECHEHEZFALRWVTTEY,
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Result of creating SSH authentication key

SSH authentication key is created successfully. Your SSH secret key is zipped.
The password protected zip file is sent to you via e-mail. Unzip password is as follows.
Don't close this screen before you unzip the file.
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+ Password : =cV-U6[nkA
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The password protected zip file is sent to you via e-mail. Check the mail and unzip the
file.
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® Logout Button

Log out of the system.
KU AT LR T IRNET,
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2.4. Logout
After you logged out from each page, this page is shown.
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Public key Registration System
Logged out of this system.

® Return to login Button
Return to login page of the system.
KL AT LOOT A B ~RYET,
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2.5. Access error

In some unexpected cases, this page may appear. Push Return to login button and try
the operation again.
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,lé fAccess error — Internet Explorer ;IEIZI
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Access error

This error will occur if any of the following applies.

TROLWITNNIEZHIALILES, ST -0FELTT.

- You don't have permission to use this system.
L AT LFIFERAVILSS

« lllegal access detected.
TIEF 222 =&l 8s

Return to login

® Return to login Button

Return to login page of the system.
KL AT LORT A BHE~RYET,
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2.6. System error

In some unintended error cases, this error page may appear. Push Return to login
button and try the operation again.
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,G System error — Internet Explorer ;IEIZI
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System error

A system error has occurred.
DRFLAIZ-DPRELELE.

« Access again after a while.
Lo Bz T aemEF 2 EALTRS L.

- If the problem persists, contact this system's administrator.
EHEBL CLAER LGV EEE L AT AEEECTEE T S L.,

® Return to login Button
Return to login page of the system.
KL AT LOBT A B ~RYET,



